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ABSTRACT
There is a need to persuade public and private entities to share

their currently unexposed bio-data banks by preserving ownership

and secrecy. The reason is to make available results that can be ob-

tained by massively exploiting the content of such data by modern

machine learning approaches. Digital catalogues of data collections

are being provided. However, they are not developed to protect

private content that may be shared according to privileges assigned

by the owners. Here, we present BIOCHAIN, a data-sharing mod-

ule which will be the basis for a computational platform aimed at

performing federated data analysis. The platform is intended to be

used by a consortium of private and public institutions in the field

of microbiology. BIOCHAIN makes use of blockchain technology

to guarantee fairness among entities of the consortium by allowing

them to securely share their data.

CCS CONCEPTS
• Information systems → Data exchange; Data provenance;
Distributed database transactions.
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1 INTRODUCTION
In the current post-genomic era, artificial intelligence is becoming

to be extensively used for many bioinformatics applications [7],

ranging from healthcare to protein folding andmicrobiome analysis.

Modern machine-learning techniques promise to increase the level

of accuracy of computational analyses at the cost of an increased

amount of processed data [14]. For this reason, there is a need

to persuade public and private entities to share their currently

unexposed data banks by preserving ownership and secrecy [5, 17].

An example of shareable data is the information associated with

biological material deposited in bio-banks across the world, as is the

case for microbial culture collections. In response to the growing

interest in the exploitation of bio-resources, the Nagoya protocol, ac-

knowledged by the European Parliament
1
and Italian Government

2
,

aims at defining international guidelines regarding access to genetic

resources
3
and the fair and equitable sharing of benefits arising

from their use [5]. The European Culture Collections’ Organization

has translated the protocol into a legal framework composed of

models of the agreement for the deposit and the transfer of re-

sources stored in microbial collections [18]. Digital catalogues of

these collections are provided [9]. However, they are not devel-

oped to protect private content that may be shared unwittingly in

violation of copyrights and agreements.

1
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015R1866

2
https://www.normattiva.it/uri-res/N2Ls?urn:nir:stato:legge:1994-02-14;124

3
https://www.cbd.int/abs
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Figure 1: Overview of the BIOCHAIN platform paradigm.

The BIOCHAIN project aims at providing a prototype module

for managing biological data regarding microbial collections. The

overall platform is intended to be used by a consortium of public and

private entities that have the need to share their data and integrate

their knowledge for gaining advantages by federated computational

analyses [21]. Members of the consortium share data under specific

law agreements that must be traced in the digital world. For this

reason, the proposed system relies on a security layer based on

blockchain technology . By means of such technology, the platform

is able to immutably store the transaction history of all the members

of the consortium. The blockchain provides a decentralised solution

where any member can verify the transaction history, and it is

protected against malicious or negligent members.

Figure 1 shows an overview of the paradigm from the BIOCHAIN

platform. Each member stores its own data off-chain and decides to

whom and for which purpose the data can be shared. The blockchain

exploits smart contracts to track request transactions and their

responses, ensuring compliance with agreements by every party.

This study reports the ongoing activity regarding the develop-

ment of BIOCHAIN, by exposing the currently available results.

BIOCHAIN is the basis for a larger computational platform called

BIOCHAIN-AI
4
. The complete platform will provide an environ-

ment for performing federated machine learning: a decentralised

machine learning approach with the peculiarity that a partial ex-

ecution of the algorithm is run on the servers holding local data,

without the need to exchange them. Partial executions are then

aggregated into a merged result. The request for a specific task is

performed by a given member, then the other members can approve

or reject it.

It is expected that the prototype, as well as future developments

of it, will have a high impact on the national and European net-

work of institutions that host microbial collections. In particular,

to those Nations and institutions who are in agreement with the

4
https://ahead-lab.unipr.it/biochain-ai

Nagoya protocol, given the importance of these collections as a

reservoir of biodiversity, having not only an ecological interest

but also the opportunity to contribute to innovation in the field

of bio-based industry. In particular, MIRRI is the pan-European

distributed Research Infrastructure for the preservation, systematic

investigation, provision and valorisation of microbial resources and

biodiversity
5
. Recently, the University of Parma, hosting the Uni-

versity of Parma Culture Collection (UPCC), has been associated

with the Joint Research Unit (JRU) of MIRRI-IT, aimed at the devel-

opment of the Italian network of collections of microbial resources.

These are of great interest to many research fields such as agri-

food (bio-fertilisers and bio-pesticides for sustainable agriculture,

starter, protective or aromatic strains to produce fermented foods),

human health (nutraceuticals, probiotics, human microbiomes for

personalised medicine), environment (bioremediation strategies

and development of bio-processes aimed at obtaining compounds

of technological interest, like nano-materials).

2 RELATEDWORKS
Recent approaches, especially in the field of machine learning, ex-

ploit the huge amount of data that is made available via recent data

acquisition technologies [14]. However, a great portion of biological

data is still not available to be shared [8]. This aspect regards both

non-standard information and resources protected by copyright. In

particular, copyrighted data is owned by private businesses, or its

access is restricted by specific agreements. A way to reach this goal

is to apply federated learning techniques by preserving differential

privacy [22].

Federated learning techniques are recently changing the para-

digm of model training, moving from centralising the data to decen-

tralising the model [13]. The new paradigm copes with constraints

posed by privacy and intellectual property regulations. Collabo-

rations among pharmaceutical institutions can be also useful for

drug discovery preserving intellectual property and related finan-

cial interests [3]. Two other interesting examples are presented

in [2] and [19]. In the former, the authors presented an automat-

ically single-cell type identification tool. While in the latter, the

authors proposed a federated approach to evaluate gene expression

for privacy-preserving disease diagnosis. Another advantage of the

federated approach lies in the ability to process a huge amount

of data as demonstrated in [10], where the authors used a cross-

pharma dataset of more than 2.6 billion confidential experimental

activity data points. Unfortunately, even if there are plenty of ma-

chine learning applications for the analysis of microbiome data and

bacterial population, there is no current approach which made use

of the federated paradigm. The reason is possibly due to a lack of a

sharing and computational platform that easily allow such analyses

for this specific field of application.

Blockchain technology has recently disrupted the field of digital

security. It is a form of distributed ledger which aims at provid-

ing a consensus of replicated, shared, and synchronised digital

data in a decentralised environment with no central authority. It

is now applied to a wide variety of applications that also include

the biomedical field [11]. The advantages of blockchain technol-

ogy for data-sharing have been widely investigated in the field of

5
http://www.mirri-it.it

https://ahead-lab.unipr.it/biochain-ai
http://www.mirri-it.it
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healthcare [4], IoT [15] and industrial applications [20]. Traceabil-

ity, security, and consensus (acceptance as well as direct revocation)

are some of the main gains of using blockchains for such types of

data-sharing systems. The introduction of blockchain in federated

learning models is very recent [12], however, no models specialised

in microbiology are currently available.

3 METHODOLOGY
The BIOCHAIN module traces requests to access private data, and

their responses. In particular, what has been requested, who re-

quested the data, when, and for what purpose. It implements the

security aspects of the platform and it ensures fairness among the

members of the consortium. In fact, by means of a distributed ledger

system (a blockchain), data-sharing transactions are registered such

that every member actively stores and verifies them. The data itself

is privately stored, and it will be identified by a unique identifier.

Access to data is guaranteed by smart contracts running over the

blockchain. The smart contracts interact with the second layer

of the platform that is responsible for defining the protocol for

exposing the data and requesting it.

Unlike more popular blockchains that are public and permis-

sionless, such as Ethereum, BIOCHAIN should be private, i.e., each
blockchain node must be registered to the blockchain, and permis-
sioned, i.e., just certain nodes are allowed to perform some opera-

tions. A trusted administration node manages nodes’ registrations

and their policy accesses. In the proposed prototype, the admin-

istration node allows any node to insert and request biological

data units, but more strict policies will be implemented based on

specific requirements verified by the administration node (e.g., the

reputation of an organisation, and potential data shareable by an

organisation). The biological data-sharing layer over the proposed

blockchain is orchestrated by smart contracts. A smart contract is

a program immutably stored in a blockchain used to automatically

execute agreements between two or more nodes. BIOCHAIN imple-

ments a single smart contract usable by organisations registered to

the blockchain for (i) making available a biological data unit (ii) re-

quiring a specific biological data unit, and (iii) accepting or denying

a data request. Any interaction between blockchain participants is

immutably tracked on the blockchain, allowing any organisation to

access the history of the data requests and who owns each specific

biological data. Being a smart contract immutable, before deploying

it in the blockchain we should prove the absence of notable vulnera-

bilities, such as non-determinism and numerical overflow, that may

cause the whole blockchain to halt or stop [16]. Hence, we rely on

sound automatic program analysis to formally prove that the smart

contract does not contains such vulnerabilities. Given the desired

features previously explained, BIOCHAIN is implemented in Hy-

perledger Fabric [1], allowing one to develop a fully customizable

permissioned private blockchain and allowing the development of

smart contracts.

4 THE BIOCHAIN ARCHITECTURE
BIOCHAIN

6
has been developed using the framework Hyperledger

Fabric (HLF for short). HFL is a blockchain framework designed to

build private, permissioned, and highly customizable blockchains.

6
Available at https://github.com/biochain-ai/biochain-ai.

Moreover, it allows the writing of custom smart contracts (called

chaincodes), namely computer programs immutably stored in a

blockchain that define a set of rules to regulate asset exchanges

among users/nodes of the blockchain. A graphical representation

of the interactions between the blockchain global state and a chain-

code is reported in Figure 2. Two methods are represented:

InsertData and GetData. The first method allows to store any

kind of data into the global state of the blockchain using a unique

identifier to index it. The second one allows to retrive a specific

data from the global state using the corresponding key. In order

to communicate, nodes must be part of the network, which is the

infrastructure that allows nodes to exchange assets and messages.

In HFL, there exist two classes of nodes: peer nodes, managing

the ledger and chaincodes, and orderer nodes, managing the or-

der with which the transactions must be executed in the network.

BIOCHAIN’s network contains at least one ordered node and a

peer node associated with each participating organisation. Every

peer node maintains a copy of the blockchain global state (i.e., the

ledger) that is kept synchronised among all the other nodes as new

transactions occur. Similarly to other blockchains, HFL distributed

ledger is a set of key-value pairs. BIOCHAIN’s ledger tracks, for

each biological data, the following information: the owner (an or-

ganization participating in the blockchain), a description of the

biological data, and a unique identifier of the biological data. In this

way, any blockchain participant can inform other participants that

certain biological data is available and can query the blockchain to

know which biological data are offered by the other participants.

These operations are managed via the chaincode that we will ex-

plain later.

Clearly, the actual biological data cannot be stored in the ledger,

being otherwise publicly exposed. In order to store biological data in

the blockchain without publicly exposing it to the other blockchain

participants, we rely on HFL private data collections
7
. Private data

collections are managed by their owners and kept inside the organ-

isations’ peer nodes. The access policy of a private data collection

can be customised on the owner’s needs (e.g., sending the data to

another participant) but only the owner of the collection is able to

read data inside it. Hence, descriptions of which biological data are

available are publicly stored in the ledger, while the actual data are

stored in the private data collection of the owner. The biological data

Figure 2: Interaction with the public distributed ledger.

7
https://hyperledger-fabric.readthedocs.io/en/latest/private-data/private-

data.html

https://github.com/biochain-ai/biochain-ai
https://hyperledger-fabric.readthedocs.io/en/latest/private-data/private-data.html
https://hyperledger-fabric.readthedocs.io/en/latest/private-data/private-data.html
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(a) (b) (c)

Figure 3: (a) insertData, (b) requestData, (c) acceptRequestmethods graphical representation.

transfer from an owner to another organisation is automatically

managed by the chaincode that we will present shortly.

Once an organisation makes available certain biological data

in the blockchain, another organisation can request it. Hence, the

ledger stores also sharing requests, storing which data is desired,

which organisation requires the data, and from which organisa-

tion the data is required. Then, the owner may accept or deny a

sharing request. Given the immutability of the blockchain, such an

architecture allows tracking the history of any sharing request.

The chaincode. All the transactions, including sharing requests,
accepting or denying responses, and data exchange over BIOCHAIN

are managed by the chaincode biosharing8, implemented in Go.

In order to verify the absence of non-determinism and numeri-

cal overflow vulnerabilities, we have analysed the chaincode with

GoLiSA [16], a sound static analyser for HLF chaincodes based on

LiSA [6], proving the absence of such vulnerabilities.

The chaincode exposes a range of methods corresponding to the

actions that an organisation can perform over BIOCHAIN: store and

share biological data, ask for resources from other organisations,

and accept or deny requests for data sharing. In the following,

we describe in detail all the methods offered by the chaincode

biosharing.

insertData. It allows an organisation to insert a biological data

unit into the blockchain. Calling this method, an organisation simul-

taneously stores in its own private data collection a given data unit,

and notify in the public ledger that the data unit is made available

to the consortium, and in turn, it can be requested by interested

organisations. While calling this method, in order to hide the actual

biological data from other organisations, we rely on HLF transient

data, which is a way of passing data to methods without being

visible during the transaction. Figure 3a graphically represents the

effects of this method on the ledger. Note that, the actual biological

data unit (purple block in Figure 3a) is not stored in the public

ledger, thus it is not visible to other organisations.

8
Available at https://github.com/biochain-ai/biochain-ai/blob/main/biosharing/

go/main.go.

viewCatalogue. It allows an organisation to query the public

ledger to get all the biological data units made available from the

other organisations, i.e., that can be requested.

viewPersonalData. It allows an organisation to query the pub-

lic ledger to retrieve which biological data units owned by the caller

are available to the other organisations.

getPrivateData. Similar to the previous method, an organisa-

tion can call this method for querying the biological data unit in its

own private data collection.

requestData. Once an organisation 𝐴 has made available a

biological data unit (using insertData), another organisation 𝐵

can require it by calling the method requestData. This will put in
the public ledger a new sharing request (initially in the pending

state) from the organisation 𝐵. Figure 3b graphically represents the

effects of this method on the ledger.

viewRequests. It allows an organisation to query the history of

the sharing requests from other users. The method queries all the

sharing requests associated with biological data units owned by

the caller in any state: accepted, denied, and pending. Each sharing

request is associated with a unique serial number that must be

specified when an organisation wants to accept or deny a sharing

request.

accept/denyRequest. An organisation can call these methods

for accepting or denying a certain sharing request previously saved

in the public ledger. The fact that a sharing request is accepted or

denied is tracked in the public ledger. In case of denial, the previous

sharing request passes from the pending state to the denied state.

In case of approval, the biological data unit stored in the private

data collection of the owner accepting the request is automatically

copied to the private data collection of the organisation that re-

quested the data unit. Then, the previous sharing request passes

from the pending state to the accepted state. Figure 3c graphically

represents the effects of the method acceptRequest on the ledger.

It is worth noting that, after the request is accepted, the actual bio-

logical data unit owned by organisation𝐴 is copied into the private

data collection of the organisation 𝐵, without passing through the

https://github.com/biochain-ai/biochain-ai/blob/main/biosharing/go/main.go
https://github.com/biochain-ai/biochain-ai/blob/main/biosharing/go/main.go
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public ledger. Thus, it will be accessible just by organisations𝐴 and

𝐵 (through their private data collections).

5 CONCLUSIONS AND FUTUREWORKS
In this paper we have presented BIOCHAIN, a prototype of a

blockchain-based platform for securely sharing biological data,

allowing members of a consortium to securely share and exchange

microbiological data. The project is publicly available at https:

//github.com/biochain-ai/biochain-ai. BIOCHAIN is still under de-

velopment and what is presented in this paper should be intended as

a prototype. Nevertheless, the current state of BIOCHAIN already

allows to (i) securely store biological data in the blockchain, (ii)

create sharing requests to make biological data available to a consor-

tium, (iii) exchange biological data between blockchain participants,

(iv) approve or deny sharing requests from other blockchain partic-

ipants, and (v) keep track of the history of the exchanged biological

data and requests.

Currently, our efforts are focusing on extending BIOCHAIN to

offer more functionalities, in order to bring it from a prototype

to a usable product. For instance, we are working on implement-

ing the possibility for organisations to have multiple users in or-

der to have accountability over everyone’s actions. Over the pre-

sented blockchain, we are developing a decentralised application

(DApp) usable mainly by biology scientists and employees of the

involved institutions, namely, end-users that do not have exper-

tise in blockchain technology. We are working on defining and

implementing RESTfull (REpresentational State Transfer) APIs over

BIOCHAIN, on which the DApp will be built. Finally, one feature

that is missing in this prototype is the possibility for organisations

to update or delete biological data units. We left this for future work

since, once a biological data unit is deleted or updated, the other

BIOCHAIN participants having a pending request should be noti-

fied, in order to guarantee data integrity and availability. A proper

protocol for managing this scenario deserves further investigation.
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